Policies, Standards, and Guidelines
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For more details about the Information Security Office, please visit our website!

These information security policies, standards, and
guidelines provide the minimum requirements for the
Wharton community to:
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1. Enable the mission of the school.
2. Increase trust and reduce risk.
3. Address regulatory and legal requirements.
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Policies Standards Guidelines

Policies establish clear expectations for ~ Standards define the minimum process  Guidelines provide recommended best
Wharton regarding the safeguarding of and control requirements for protecting  practices aligned with Wharton'’s

data and digital assets. data and digital assets. information security standards.
e Information Security Policy e Risk Review Standard e Al API Key Requirements
e Vulnerability Management e Travel Guidelines

Generative Al at Wharton
Slack Guidelines

Zoom Security Guidelines

Standard
e Exception Standard
e |dentity and Access

Management Standard

e Data Classification and
Management Standard

e Email and Content Access
Standard

e Incident Response Plan

Wharton aligns with Penn's Information Policies & Procedures, including but not limited to:
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http://technology.wharton.upenn.edu/iso
http://support.wharton.upenn.edu/help/information-security-policy
http://support.wharton.upenn.edu/help/risk-review-standard
https://support.wharton.upenn.edu/help/vulnerability-management-standard
https://support.wharton.upenn.edu/help/exception-standard
https://support.wharton.upenn.edu/help/iam-standard
https://support.wharton.upenn.edu/help/data-classification-and-management-standard
https://support.wharton.upenn.edu/help/email-and-content-access-standard
https://support.wharton.upenn.edu/help/incident-response-plan
http://support.wharton.upenn.edu/help/ai-api-key-requirements
http://support.wharton.upenn.edu/help/travel-guidelines
http://support.wharton.upenn.edu/help/travel-guidelines
https://support.wharton.upenn.edu/help/generative-ai
https://support.wharton.upenn.edu/help/slack-guidelines
https://support.wharton.upenn.edu/help/zoom-security-guidelines
https://isc.upenn.edu/information-security-policies-procedures

Wharton Wharton Wharton

Policies Standards Guidelines
e T Security Policy e Data Classification e Information Security Best
e |T Network Policy e |T Security Standards Practices
e Acceptable Use Policy e |T Network Standards e Best Practices for Password
e Privacy Policy e Penn Data Retention Handling
e Penn Privacy in the Electronic Schedules e Al Guidance
Environment e Patent and Tangible Research e Protecting Penn Data
e Digital Accessibility Policy Property Policies and e Guidelines for the Use of
Procedures Social Media at Penn
e Penn Al Hub
Academic Integrity: e Penn Generative Al Tools &
Resources

e Code of Academic Integrity

e Charter of Penn Student
Disciplinary System

e Center for Excellence in
Teaching, Learning, and
Innovation

e Consultations and Reporting


https://www2.isc.upenn.edu/ITPC/security-policy
https://www2.isc.upenn.edu/ITPC/networkPolicy
https://catalog.upenn.edu/pennbook/policy-acceptable-use-electronic-resources/
https://www.upenn.edu/about/privacy-policy
https://catalog.upenn.edu/pennbook/policy-privacy-electronic-environment/
https://accessibility.web-resources.upenn.edu/overview-accessibility-penn/standards
https://www.isc.upenn.edu/security/data-classification
https://itpm.azurewebsites.net/Elements/ShowDocument?path=051&doctitle=IT%20Security%20Standards
https://itpm.azurewebsites.net/Elements/ShowDocument?path=061&doctitle=IT%20Network%20Standards
https://archives.upenn.edu/records-center/resources/retention-schedules/
https://catalog.upenn.edu/pennbook/patent-tangible-research-property-policies-procedures/
https://catalog.upenn.edu/pennbook/code-of-academic-integrity/
https://almanac.upenn.edu/archive/v43/n03/codechar.html
https://cetli.upenn.edu/resources/academic-integrity/handling-violations/
https://csa.upenn.edu/community-standards/refer-caserequest-consultation
https://www2.isc.upenn.edu/security/bestPractices
http://support.wharton.upenn.edu/help/ai-api-key-requirements
http://support.wharton.upenn.edu/help/travel-guidelines
https://www2.isc.upenn.edu/security/password-handling
https://www.isc.upenn.edu/security/AI-guidance
https://oacp.upenn.edu/privacy/penndata/
https://almanac.upenn.edu/volume-71-number-7/#from-penns-offices-of-audit-compliance-and-privacy-information-systems-computing-and-university-communications-guidelines-for-the-use-of-social-media-at-penn
https://isc.upenn.edu/ai
https://isc.upenn.edu/ai/penn-generative-ai-tools-resources

